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Overview

This study guide is for the MCTS (Microsoft Certified Technology Specialist) exam 70-652: Configuring
Windows Server Virtualization. This exam is one that leads to the MCITP: Virtualization Administrator
certification.

In preparation for this exam | used the Microsoft Press 70-652 training kit by Nelson Ruest and Danielle
Ruest (ISBN 978-0-7356-2679-9). Any page number references in this study guide refer to that book.



Chapter 1 - Implementing Hyper-V

Type 1 Hypervisor — A hypervisor that runs directly on top of hardware. Type 1 hypervisors are also
known as a Hardware virtualization engines. (Ex: Hyper-V, ESX)

Type 2 hypervisor — A hypervisor that runs on top of an operating system as a service (Ex: Virtual PC,
VMWare Workstation, Virtual Server)

They hyper-v role can only be added to x64 server 2008 machines. X86 machines can install the hyper-v
components only. These components are used for managing hyper-v instances. NOTE: ltanium
processors do not qualify.

Hyper-v features by edition:

e Hyper-V Server — No guest licenses included. Free license for the physical host. No support for
failover clustering and high availability. Limited to 32GB memory.

e Windows Server 2008 Standard x64 — licensing for one physical server and one guest. No
support for failover clustering and high availability.

e Windows Server 2008 Enterprise x64 — licensing for one physical server and four guests.
Supports failover clustering and high availability.

e Windows Server 2008 Datacenter x64 — licensing for one physical server and unlimited guests.
Supports failover clustering and high availability. Licensed on a per-processor basis.

Hyper-v machines need to have hardware assisted virtualization and Data Execution Prevention (DEP)
enabled.

Hyper-v cannot be managed remotely through server manager. Server manager only allows
management of the local hyper-v instance.

Hyper-V migration scenarios:

e Moving from a physical environment to virtual with Hyper-V when no VM hosts are currently
present.

e Moving to Hyper-V in an environment where software based virtualization products such as
Virtual Server are present.

e Moving to Hyper-V in an environment where hardware based virtualization products such as
Citrix XenServer or ESX are present.

VHD tools allow you to compact, expand, and browse virtual hard disks created with hyper-v.



Citrix XenServer uses the same VHD format that Microsoft does.

Enlightened Guest — An OS that is Hyper-V aware. Integration tools can be installed on enlightened
guests allowing them to directly interact with the VMBus. Enlightened guest OS’s include:

e Windows Server 2008 (Integration Tools Included)
e  Windows Server 2003

e Windows HPC Server

e Windows 2000 Server

e Windows Vista

e  Windows XP

e SUSE Linux Enterprise Server

The Hyper-V management console is used for distributed management and System Center Virtual
Machine Manager (SCVMM) is used for centralized management.

SCVMM can be used to determine candidates for virtualization or consolidation.

Hyper-v VM’s can have up to 4 processors, 4 SCSI controllers, and 64GB RAM.

Hyper-v can run 8 single processor VM’s on each processor core.

Hyper-v can support up to 192 concurrent running machines and 512 total VMs per host.
Guests on Hyper-V can support 12 NICs. 8 enhanced adapters and 4 legacy.

VHDs are limited to 2TB. If more space is needed a pass through disk can be used on the VM.
Physical floppies are not supported. Use virtual floppies instead (vfd files)

One logical processor core should be reserved for the host along with 512MB RAM for server core and
768-1024 for the full installation to meet the minimum specs. 2GB of RAM plus 40MB per VM is
recommended for the host.

Failover clusters require at least two NICs. One is for the public traffic and another for the heartbeat.
Exchange is not supported on top of host server clusters nor will it work with live migration.
Microsoft’s Infrastructure Optimization stages (pg. 30)

1. Basic— no virtualization

2. Standardized — underutilized physical servers have been converted to VM'’s



3. Rationalized — centralized management tools have been deployed to manage physical and
virtual servers.

4. Dynamic — dynamic machine provisioning and self managed systems have been implemented

Microsoft Assessment and Planning (MAP) Tool — The MAP tool can scan groups of computers to
determine if they are capable of running specific software. Software it can perform analyses for
includes: (pg. 31)

e  Windows Vista

e  Microsoft Office 2007
e  Windows Server 2008
e SQL Server 2008

It can also scan for security vulnerabilities on client systems, determine how to reduce power
consumption, determine which applications could be virtualized with Microsoft Application
Virtualization, generate performance reports, determine if services can be consolidated online, identify
desktop optimizations. Lastly, it can create an inventory of servers and clients and the software installed
on them.

Once servers have been virtualized, MAP cannot obtain the same level of performance metrics from
them so make sure a solid analysis has been performed prior to virtualizing.

MAP collections cannot be automated and the device performing the collection will not be able to
perform other roles so utilize an administrative workstation for MAP rather than a server with other
roles on it.



Chapter 2 - Configuring Hyper-V Hosts

Hyper-V can turn off processor cores that are not in use to conserve power.
8 logical processors can be assigned for each physical processor core.

Bitlocker can be enabled for full drive encryption on the Hyper-V host but it may require physical
interaction with the server when it restarts.

Default Hyper-V settings
e Default VHD location: C:\Users\Public\Documents\Hyper-V\Virtual hard Disks

e Keyboard combinations such as Ctrl+Alt+Del and Alt+Tab are supported by default only when
running a VM in full screen. Additional options are for keyboard commands to work only on the
virtual machine, or on the physical computer as well.

e Release the mouse: Ctrl+Alt+Left Arrow. It can be changed to Right Arrow, Space, or Shift
(pressed with Ctrl+Alt)

e By default the credentials used for logging onto the host are used when accessing a virtual
machine.

In order to boot from the network a VM must be configured with a legacy NIC.



Chapter 3 - Resource Pool Configuration

Clustering

Failover Clustering Modes:
¢ Node Majority Quorum — Used for clusters that have an odd number of nodes

e Node and Disk Majority Quorum — Used for clusters with an even number of nodes and access
to a shared disk resource for cluster configuration data.

e Node and File Share Majority — Used for clusters that have an even number of nodes but no
shared storage. (Used in Multiple site failover clusters)

e No Majority Disk Only Quorum — The cluster has a single point of failure. Not recommended.
Cluster Types:

e Active-passive cluster — one node runs the guests and the other sits in standby in case there is a
problem with the active node.

e Active-active — both nodes run guest machine but they are available to run the guests of other
nodes in the case of a failover.

e Mix and Match —Some nodes in the cluster are fully dedicated to failover and others are active
but can still accept failovers.

Failover Clustering Requirements:

e Servers must be in an AD domain

e DNS

e The cluster nodes cannot be domain controllers

e Alocal admin account must be used to create the cluster

e Aunique cluster name and IP address for each public network attached to the cluster
Dynamic disks are not supported for the cluster service.
Run the failover cluster validation tool before creating a cluster.

In order for machines to be managed by the failover cluster service they must not be set to
automatically start if it was running when the service stopped. They should be set to nothing instead.



Unexpected failovers cause VMs to stop and then be restarted on the other cluster node. This results in

a downtime.

The Hyper-V console can be installed on Vista machines (Ultimate, Business, and Enterprise) that have

SP1 installed. Managing server core installations requires firewall ports to be opened on the Vista

machine.

SCVMM

SCVMM (System Center Virtual Machine Manager) can analyze physical servers to determine if they are

candidates for virtualization. This feature requires System Center Operations Manager (SCOM 2007).

SCVMM'’s library is used to store the following:

Stored VM’s

VHDs

Virtual Floppies

ISOs

Post-deployment customization scripts
Hardware profiles

VM Templates

Sysprep answer files

Post-deployment customization scripts

Guest OS profiles

Hosts can only be managed by one SCVMM server at a time.

SCVMM Architecture:

Layer 1 — Managed Computer Layer — communicates with hypervisors, VM engines, the library,
and physical machines to be converted to virtual machines.

0 Windows Remote management (WinRM) protocol — Used for communicating with
Hyper-V and Virtual Server 2005 R2 hosts, VMWare, and the library. Utilizes ports 80
and 443.

0 Distributed component Object Model (DCOM) — Used for communicating with Physical
computers for P2V conversion



e layer 2 — Engine Layer — manages SCVMM components such as the database communication
and .NET for communication with the client layer.

e layer 4 —Client Layer — The Administrator console, Self-service web portal, and ops manager
reside at this layer.

Installing the SCVMM agent on a hyper-v or virtual server 2005 R2 machine will automatically open the
ports through the firewall on the host.

SCVMM requires SQL Server 2008 or SQL Server 2005 SP1 or SP2 or it will use SQL Express 2005 SP1 and
create an instance called MICROSOFTSVMMS. The SQL express instance will have a database size
limitation of 4GB.

SCVMM agents are supported on Windows Server 2003 SP1 x86 or x64 with Virtual server 2005 R2 or
Windows Server 2008 with Hyper-V.

SCVMM agents require WinRM and Microsoft Core XML Services (MSXML) 6.0.

SCVMM reporting requires System Center Operations Manager 2007, SCOM 2007 Reporting Server and
the Virtualization Management Pack for SCOM 2007.

SCVMM must be a part of a domain but hosts can be added from workgroups. Servers outside the
domain will need to use an encryption key. SCVMM will generate the key information and store itin a
file called SecurityFile.txt located in %systemroot%\Program Files\Microsoft System Center SCVMM
2008. This file needs to be copied to the host you want to add.

A dedicated library should be used if SCVMM is managing more than 150 hosts.

SCVMM controls machines on Virtual Server 2005 R2 hosts with the Virtual machine Remote Control
protocol (VMRCP) which is not encrypted. This can be changed to use SSL for more security.

In order to upgrade from SCYMM 2007 to SCVMM 2008 you need to backup the database using SQL
Server. The upgrade will result in a loss of passwords, product keys for templates, VM profiles,
hardware profiles, and jobs.

After SCVMM 2008 is installed the agents will show up as access denied. You reassociate with them and
it will say unsupported. You can then issue an update agent command and they will change status to
responding.



Performance

Hyper-V performance metrics:

Logical Disk Average disk second/Read and Average second/Write should be less than 15ms.
Greater than 15ms indicates a problem and greater than 25ms indicates a critical issue.

Memory, Available Megabytes should show more than 50% available. Less than 25% could
result in issues and less than 10% will result in an unstable system.

Memory, pages per second should be less than 500. Monitor the system if it is between 500 and
1000 and add more memory if it is over 1000.

Network Interfaces, Bytes Total/second should be less than 40%. If it is between 41 and 64%
monitor the system and higher than 64% indicates that more adapters are required.

Hyper-V Hypervisor Logical Processor (Total) percent total run time should be less than 60%. If
it is between 60 and 89 monitor it and add processors or reduce workloads if it is more than
90%.

It is recommended to use the SCSI connector with pass through disks. SCSl is only available for

enlightened guests.

Creating a snapshot transforms the virtual disk drives into differencing disks. There is a large

performance loss when this happens.



Chapter 4 - Creating Virtual Machines

Hyper-V Integration Services:

e Operating System Shutdown — allows Hyper-V to properly shut down the machine.

e Time Synchronization — syncs the time on the guest with the host.

e Data Exchange — Used to control VM operations with management tools

e Heartbeat — Used to view the service state of the machine (running, stopped, paused, etc)

e Backup (Volume Snapshot) — VSS for maintaining consistency in VM backups.
Integration services for Windows 2000 do not support the SCSI controller.
IDE disks can be a maximum size of 127GB. The OS drive needs to be an IDE drive.
Default VM Settings:

e 512MB Memory

e One processor with no reserve, limit 100, relative weight 100

e One IDE hard drive on controller 0, location 0

e DVD drive

e VHD in default path

e No COM ports

e No diskette drive

e Named New Virtual machine

e Allintegration services selected

e Default snapshot file location

e Start automatically if it was started when the service stopped

e Default stop action is save the VM state

Virtual Server 2005 R2 stores the VHD and configuration file (vmc) in a single directory title the machine
name. VMCs are not compatible with Hyper-V.



Saved states hold the contents of memory when the machine was saved. It is like putting a machine in a
hibernate state. Saved states consist of two files:

e VSV file — process information on the VM state

e BIN file — memory contents
Variable resources — settings that can be changed while the VM is running
Fixed resources — settings that cannot be changed while the VM is running.

The snapshot location can be changed until the first snapshot is taken. After that it cannot be changed
unless all snapshots are removed.

It is a best practice to run legacy VMs on different hosts from enlightened VMs because the emulated
hardware used by legacy VM will reduce the functionality of the hardware used by both devices.

Dynamic disks can save space in a concept similar to thin provisioning but there is a performance loss
because the hypervisor has to expand the disk each time new data is added.

Hyper-V VHDs cannot be stored in folders that are encrypted with EFS

BitLocker can be used to encrypt the entire drive but this will result in a performance loss to the VMs on
that partition.

You can have up to 4 IDE VHDs per VM.
A VM can have 4 SCSI controllers each with 64 disks for a total of 256 SCSI VHDs.
If the iSCSl initiator is used within the guest, the guest will be able to map to the iSCSI drive directly.

When creating a VHD in the wizard you are given the option to copy the contents of a physical drive to
the VHD.

When using differencing disks the parent disk cannot be changed. It if is changed the parent- child
relationship is broken.

You cannot create a snapshot of a VM that is in a paused state.



Chapter 5 - Automating VM Creation

VM automation: One example of a use of VM automation would be the creation of new web servers for
a NLB when server load increases and removal of the systems when load decreases.

SCVMM can only create templates from stopped VMs.

If VMs are moved in a saved state mode the processors on the source and destination host servers need
to be identical.

SCVMM files:
e  VMMAdmin —the console engine

e VirtualMachineViewer.exe — connects to guests on hosts managed by SCVMM and allows
interaction with them. This tool can be executed via the command line as follows:

0 Virtualmachineviewer.exe /host hostname
0 Virtualmachineviewer.exe /computername VirtualMachineName
e VMRC.exe — Engine used to open connections to VMs on Virtual Server 2005 hosts.
e VMWareViewer.exe — Connect to VMWare machines
Please note the Host status message descriptions in Table 5-3 on page 283.
In order for SCVMM to generate a VM it needs the following items:
e Source VHD (Could have an OS installed already)
e Guest OS profile specifying the OS configuration settings
e Hardware profile specifying VM hardware options
e Answer file used for installing the OS
e VM template used to integrate all the components together
Automated Installation Tools

e Windows System Image Manager (Windows SIM) — This program creates automated installation
answer files.

e Windows Preinstallation Environment (WinPE) — Used for installing Windows Vista and Server
2008. It is a basic Windows environment that has a 72 hour lifespan.



e ImageX — Command line tool that modifies images for deployment. There is an x86 and x64

version.

e System Preparation Tool (SysPrep) — Removes unique values from a system so that it can be
replicated. The resulting system goes through an initial configuration the first time it is started
after sysprep executes.

Windows Deployment Services (WDS) — Replaces Remote Installation Services (RIS) and is used to deploy
system images over the network. It works with both physical and virtual machines. It requires DHCP
and DNS to run and the images must be kept on NTFS partitions. In order to use WDS you need to do
the following:

1. Install WDS role
2. Create system images on WDS sever (Images need to be in the Windows Imaging Format (WIM)
3. Create answer files for images
4. Deploy WDS system images
WODS services:
e Deployment services — Includes all WDS services

e Transport services — similar to a bridgehead server for WDS images to reduce site link traffic.



Chapter 6 - Migrating to Hyper-V

Migrating machines to Hyper-V requires converting the data into VHDs and then replacing the drivers
with virtualization friendly ones.

Types of migration workloads:
e Simple workloads — Servers with only one NIC and low I/O
e Advanced workloads — Multi-homed servers and those configured for clustering or NLB.

e Special workloads — Applications that span a number of servers. For example: an application
that has a web front end, a file server, a database server, and an email component.

Conversion types:

e Manual conversion — creating a new blank machine on the virtual environment and migrating
the data over. Very stable but time consuming.

e Semi-automated (offline) conversion — The source machine is taken offline during the
conversion and there are some prerequisite steps that have to be performed manually but much
of the process is automated turning the system into one or more VHDs and configuration files.
SCVMM performs semi-automated conversions on operating systems newer than Windows
2000 server. All servers supported for online conversions are supported for offline conversions
as well. Two additional steps are performed from the fully automated install. The server is
booted into Windows PE while the files are deployed and then it is started back up. Note:
Domain controllers should be converted offline. Requirements:

0 512MB RAM, 1MB free hard drive space for the SCYVMM P2V agent

0 Administrative credentials on the box, a two way trust if the machine is in a different
forest.

0 Afirewall exception for Remote Administration service. SCVMM will create this
automatically and remove it when it is done.

e Fully-automated (online) conversion — The operating system must be able to support
integration services. This conversion is fully automated turning the system into one or more
VHDs and configuration files. It brings over the configuration and data. This works for P2V
conversions only. Valid for the following systems:

0 Windows Server 2008

0 Windows Server 2003 (x86/x64) with SP1 or later



0 Windows XP Pro (x86/x64) with SP2 or later
0 Windows Vista (x86/x64) with SP1 or later

To migrate a failover cluster create a new VM(s) as a node in the cluster and fail over the services onto
the new VM(s). Decommission the physical machines when ready. Use pass through SCSI disks for the
best performance.

To migrate NLB clusters create the new VMs and install and configure the services then perform a drain-
stop on the physical machines prior to decommissioning them.

VMs in Hyper-V will synchronize with the host server for their time. Physical servers usually synchronize
with the PDC emulator. You can uncheck this option in the VM settings to make the machine sync with
the PDC instead of the host.

Performance and Resource Optimization (PRO) features use SCOM to gather additional data to allow for
more intelligent implementations. PRO settings are enabled per host group in the host group properties
in SCVMM. Subgroups inherit this option so you can assign this at the top level to set it for all hosts or
you can assign it to only specific groups.

If SCOM is installed on a different machine from SCVMM you will need to make sure the SCVMM server
account is given full access to the SCOM server by placing it in the local administrators group on the
SCOM server and then restart the SCOM SDK service. Install the SCOM console on the SCVMM machine
if they are on different machines. Use agent management mode on servers. Agents will need to be
installed manually if the VMs are in different forests. No agent is needed for VMWare hosts. Add the
SCOM computer to the administrators group in SCYMM.

SCOM'’s database is called OperationsManager and it is a default size of 1GB.

To integrate SCOM with SCVMM you need several OpsMgr Management Packs. They are as follows:
Windows Server OS, Windows Server 2008 Application Server, Windows Server IIS 2000/2003, SQL
Server MP for OpsMgr 2007, and Virtual machine Manager 2008.

Secure communication between SCVMM and VMWare requires a certificate on each host and valid
accounts. SCVMM can work with VMWare VirtualCenter 2.0.1, 2.5 and ESX Server 3.0.2 and 3.5 and
ESXi. If not using secure mode you will not be able to move or convert V2V, save or discard machine
states, store VMWare items in the library, clone within a VirtualCenter group, or create VMs from blank
disks or templates.

In SCVMM snapshots are called checkpoints.
Virtual PC machines can be converted to Hyper-V but you have to load them into Virtual Server first.
SCVMM Migrations can be performed in three ways:

e Draganitem to a host server



e Draganitem into a host group and allow SCVMM to choose the host server
e Use the wizard

To migrate NT4 machines use the Virtual Server 2005 Migration Toolkit (VSMT) to convert the machine
to a VHD.

It is a good idea to resize VHDs after conversion because system drives often have too little free space.

When migrating machines from Virtual Server or Virtual PC the integration services must be removed
before performing the migration unless they are running version 13.813 or later.

You cannot migrate machines that are in a saved state. They must be shut down first.
You cannot migrate machines that have undo disk. The undo disks need to be committed first.

Acronis and Winlmage can be used to create VHDs from machine images. Acronis uses universal restore
to inject virtualization drivers into the VHD. Winlmage does not replace the drivers so you have to
convert them manually after the conversion.

The following servers can be migrated from VMWare to Hyper-V:
0 Windows Server 2008 (x86/x64)
0 Windows Vista (x86/x64) with SP1 or later
0 Windows Server 2003 (x86/x64) with SP1 or later
0 Windows XP Pro (x86/x64) with SP2 or later
0 Windows 2000 Server SP4 and Windows 2000 Advanced Server SP4
The VMWare to Hyper-V conversion performs the following steps:
1. Convert from VMDK to VHD
2. Uninstall VMWare tools
3. Install integration services

Migrating from Citrix XenServer requires that their drivers be removed after a Hyper-V VM has been
generated.



Chapter 7 - PowerShell

Scripts for PowerShell are called cmdlets and they come in the form of a DLL.

PowerShell is built on top of the .NET framework so it cannot run on top of Server Core. You can,
however, run scripts from another machine and modify elements of a server core system.

PowerShell is integrated into Server 2008.
PowerShell scripts have the PS1 extension.

PowerShell creates PSDrives which are links to resources. Drives are created mapping to
HKEY_CURRENT_USER as HKCU, HKEY_LOCAL_MACHINE as HKLM and drives as C instead of C:\.

PowerShell does not allow you to run scripts by default. You have to change the execution policy. Itis
set to restricted by default. The remote signed mode will allow local code to run as well as remotely
downloaded signed code. See the commands section for how to modify this.

PowerShell Modes:
e Restricted — No scripts can run

e AllSigned — Only signed scripts can run and there is a prompt each time to confirm that the
script should run.

e RemoteSigned — Local scripts can run but downloaded scripts must be signed.
e Unrestricted — All scripts can run

If you reference a path and it has spaces you need to enclose it in quotes and put a & before it.
Example: & “C:\Program Files\Scripts\myscript.ps1”

The Windows Management Instrumentation 9WMI) in the parent partition in Hyper-V allows powershell
scripts to work with the following objects:

e BIOS e Processor e Storage
e Input e Profile Registration e Video
e Integration Services e Resource e Virtual System
management
e Memory e Virtual System
e Serial Devices Management

e Networking



You can run command shell commands in PowerShell but they might not run the same way.

PowerShell interfaces with items like a programming language. Objects have properties and methods.
Properties are characteristics of the object and you can “get” or view the properties or “set” or modify
the properties. Methods are actions you can take on the object. For example, a service as start and
stop methods.



Chapter 8 - Securing Hosts and VMs

It is important to secure resource pools because this is where all the VMs are stored. It is much easier to
walk away with a VHD than it is to take a server.

VM s that are in a saved state could contain passwords in memory.

The attack surface changes when Hyper-V is installed through (1) installed files, (2) installed services,
and (3) firewall rules.

It is recommended to not run any other roles on the hosts other than Hyper-V.

Antivirus software should be installed and it should not scan the VMMS.exe and VMWP.exe processes
along with the directories containing the VHD and configuration files.

You cannot run bitlocker within a VM.
SCOM can centrally manage audit records from source computers.

SCCM (System Center Configuration Manager) can enforce configuration settings across groups of
computers with a technology called “Desired Configuration Management”.

The Windows 2008 Security Configuration Wizard (SCW) can configure four elements of a system:
1. Service configurations using role-based configurations
2. Network security
3. Registry settings
4. Audit policy
SCW can be converted into a GPO format by using the following command:
Scwemd transform /p:Policyfile.xml /g:GPOName
The policies are saved in the %SystemRoot%\Security\MSSCW\Policies

Securing Removable Devices: Use device identification strings assigned through group policy to block
devices on the servers:

e Hardware IDs - map to a device and its driver. The GPO allows you to block all devices except
for ones that match listed Hardware ID’s or to allow all devices except for the ones listed.



e Device setup classes — map to a group of devices that share the same installation process.
These are referenced by a GUID instead of an ID. The GPO allows you to block all devices except
for ones that match listed device setup classes or to allow all devices except for the ones listed.

Device setup classes are generally a better choice because they protect against a broader range of
devices. Most of the time you want to prevent a device type from being attached rather than one
specific device. For example, you want to restrict USB flash drives from being attached but you don’t
want to specify every flash drive available.

Hyper-V management roles:

e Distributed Management Resource Pools — All Hyper-V hosts are managed individually with tools
like authorization manager.

e (Centrally Managed Resource Pools — Uses a central tool such as SCVMM
Authorization manager cannot be used on hosts managed with SCYVMM
Authorization manager is available only on full installations of Server 2008, not server core.
AD must be at the Server 2003 functional level to store authorization stores in AD.

Authorization manager (AzMan) 2.0 schema requires the Windows Server 2008 directory functional

level.
Authorization Store possible locations:

e Local XML file — Located in %ProgramData%\Microsoft\Windows\Hyper-V\InitialStore.xml| can
be easily copied to servers. When the store changes it is a manual operations that must be
performed on each server to apply the changes. Right click on InitialStore.xml and select reload.

e AD LDS (Lightweight Directory Services) — can create a replications cope for the directory store.
Manipulated with directory interfaces

e SQL —centralized method and more secure than a flat file
e AD Domain Services — can be applied to servers within AD. It is the most secure method
Authorization Store components:

e Store scope —The resource to which the store is applied. In AD this would be applied to a
domain, site, or organizational unit.

e Store tasks —a group of operations
e Store roles — A group of tasks that can be assigned to users or groups

e Assigned users or groups — objects that are given access to resources



SCVMM can manage roles using security groups in SCVMM. Full Administrators group is created by
default. Other groups can be created based on the Delegated Administrator profile which will give
members some administrative abilities such as management of host groups or libraries. Other groups
can be based on the virtual machine user which is used for the Self-Service portal.

Offline Virtual Machine Servicing Tool (OVMST) — patches machines that are turned off. It will wake the
machine on an isolated network and the patch it and return it to a stopped state. A dedicated network
is needed for OVMST.

Bitlocker

BitLocker requirements:
e 2 NTFS partitions — System volume (boot partition) and OS partition
e USB flash drive and a BIOS that supports booting from USB flash
e Optional: A Trusted Platform Module (TPM) version 1.2 microchip

e Optional: A Trusted Computing Group (TCG) compliant BIOS



Chapter 9 - Protecting Resource Pools

VSS can be used to backup machines if they are enlightened guests. The VSS integration service needs
to be checked in the settings of the VM. This is on by default for enlightened guests.

In order for older NT backups to work on Server 2008 you will need to download a version of NT backup
for Server 2008.

Windows Server Backup (WSB)

In order to use Windows Server Backup on server core you must open the ports for the service.
WSB can only protect NTFS volumes.

Backing up to a shared folder - Backups always use the same image name so if you want to retain
multiple copies such as in a GFS scheme you will need to specify a different folder for each
day/week/month.

1 GB of space is needed at minimum on the target media
BitLocker encrypted volumes will not be encrypted on the backup
Tape drives are not supported as a media type

The OS can be backed up to another drive internally but it must be a separate physical drive. The drive
will be entirely dedicated to the backup and will not be seen in Windows Explorer.

Restoring VM’s is an all or nothing operation

System Center Data Protection Manager (SCDPM)

If SCDPM runs in a VM it will not be able to utilize tape storage because VM’s cannot interface with
tapes

DPM cannot be installed on the management server for SCOM

The DPM server cannot be a DC

The DPM server cannot run on a failover cluster and it cannot run on 1A64.

64 bit operating systems are required for environments with more than 10TB of data.
A VSS rollup package is required for Server 2003 machines protected by DPM

300MB of free space is required on each protected volume for the change journal. There is a temporary
installation location that needs 2-3GB. This is used for storing the catalog temporarily when writing data
to tape.



SCDPM runs in its own instance called SCDPM
DPM formats disks when they are added to the library

You can recover individual VMs.



Chapter 10 - Configuring VM High Availability

Most applications that run inside of a VM can be failed over and it will seem transparent to them.
However Microsoft Exchange will not because it is state sensitive. You could lose data if you host an
Exchange VM on top of a failover cluster.

If a failover occurs before a node fails the machine is put in a saved state and started on the other side
with a moment of downtime. If a failure occurs the machine has to be restarted on the other node. This
takes a bit longer and the downtime would be noticeable.

Clusters that run on top of clusters should use the anti-affinity rule so that both machines in the cluster
do not run on the same host cluster node.

Cluster Hostcluster group “Name” /prop AntiAffinityClassNames="ClassName”

If dynamic VLAN tagging is used hosts can use different VLANs over the same physical adapter. A single
virtual network is still created for this to work and each host NIC setting would contain the VLAN tag
info.

iSCSI can be secured using CHAP, IPSec, or RADIUS. CHAP is the most commonly used because all
hardware supports it.

SBS and EBS servers can run in VMs but they cannot run in a failover cluster for licensing reasons.



Appendix I: Reference Tables

Command Line Reference

The table below lists important commands for Server Core and PowerShell related to Hyper-V

management. Items in italics signify variables. For example, SubnetMaskvould mean that you need to

replace the text with the subnet mask you are using for the interface.

Command

Purpose

Control timedate.cpl

Opens the time control panel applet to edit date, time,
and time zone settings

Prompt $pSsSbhSs$tSsShSsSdSg

Displays username, date and time.
(SsSbSs is | for separation of elements)

Netsh interface ipv4 show interfaces

Lists IP4 network interfaces (Primary purpose is to obtain
the IDX number for the interface which is used to identify
interfaces in other networking commands)

Netsh interface ipv4 set address name="ID"
source=static address=staticlPAddress
mask=SubnetMask
gateway=DefaultGateway

Configures a network interface

Netsh interface ipv4 add dnsserver
name="|D" address=DNSServerIPAddress
index=1

Sets a DNS server for an interface. Index=1 means this is
the primary DNS server. For additional DNS servers,
repeat this line incrementing the index number for each
additional DNS server.

Netdom renamecomputer
%computername%
/newname:NewComputerName

Renames the computer

Netdom join %scomputername%
/domain:DomainName
Juser0:Adminstrative Account
/password0:Password

Joins the computer to a domain. The username should
be in UPN format. Ex: user@domain.com

Cscript scregedit.wsf /AU 1
or

Cscript scregedit.wsf /AU 4

Configures automatic updates. AU 1 disables automatic
updates. AU 4 automatically downloads and installs
updates.




Cscript scregedit.wsf /AR O

Enables remote administration

netsh advfirewall firewall set rule
group="remote desktop” new enable=yes

Allows remote desktop through the firewall

netsh advfirewall firewall set rule
group="windows management
instrumentation (wmi)” new enable=yes

Allows access to WMI

Cscript windows\system32\sImgr.vbs
ServerNaméJserNamédPasswordato

Activate the server remotely

Wmic UserAccount where
Name="%username%” call Rename
Name="NewNamé¢e

Changes the name of the account currently logged on.
You must log off and then back on for this to take effect.

Net user NewName *

Reset the password of the account currently logged on.

wmic pagefileset where
name="path\filenamé' set
InitialSize=InitialSizeMaximumSize=MaxSize

Configures the pagefile location

Net start VDS

Winrm quickconfig

Starts the virtual disk service and the second command
enables Windows Remote Shell so you can run remote
commands.

Wmic gfe list Lists the knowledge base ID for each installed update
Oclist Shows installed roles and available roles
Ocsetup Add or remove roles

Wousa \\servername\share\updatefile.msu

/quiet

Installs an update from a network share. NOTE: The
/quiet is required for the command to run.

Perl /opt/linux/setup.pl x2v
/boot/grub/menu/Ist

Installs the Linux Integration Components on an x86
machine

Perl .opt/linux/setup.pl drivers

Installs the synthetic drivers on a Linux machine. This is
required to use the enlightened adapter.

Net share Sharenamedrivelpath
/Grant:Everyone,Full

Creates a CIFS share. Sharename is the name you want
to give to the share. An example of the drive:\path
component would be C:\images. /Grant:Everyone, Full
gives full control to the everyone building group.



file://servername/share/updatefile.msu

Get -ExecutionPolicy

Set -ExecutionPolicy remoteSigned

Retrieves the running policy

Sets the policy to remote signed so that local code and
signed downloaded code can run.

Start /w ocsetup BitLocker

Installs BitLocker

Cscript manage-bde.wsf -status

Lists compatible drives for BitLocker encryption. NOTE:
You must run this script from C:\windows\system32

Cscript manage-bde.wsf —on C: -
RecoveryPassword NumericalKey —
RecoveryKey BitLockerDrive —StartupKey
BitLockerDrive

Encrypt the C drive with BitLocker
BitLockerDrive is the drive letter of the system partition

NumericalKey is a 48 digit key




Appendix II: Key Terms

The list below is broken down by chapter. Each term is given along with its definition.

Chapter 1

VSP/VSC (Virtual Service Provider) / (virtual Service Client) Architecture — VSP/VSC provides access and
monitors utilization of disk, network, and video.

Parent Partition — The partition that holds the host server OS. There is only one parent partition per
host.

Child Partition — The partition used for a guest VM. There can be multiple child partitions on a host.

Enlightened Guest — An OS that is Hyper-V aware. Integration tools can be installed on enlightened
guests allowing them to directly interact with the VMBus.

Legacy Guest — An OS that is not Hyper-V aware. These operating systems interact with the hardware
through emulation so performance is reduced. Integration tools cannot be installed on legacy guests.

Microsoft Assessment and Planning (MAP) Tool — The MAP tool can scan groups of computers to
determine if they are capable of running specific software.

Chapter 2

None

Chapter 3

SCVMM (System Center Virtual Machine Manager) — a central VM management tool. It can manage
non-Microsoft VM technologies as well as legacy VM solutions from Microsoft.

Chapter 4

None

Chapter 5
Windows System Image Manager (Windows SIM)

Windows Preinstallation Environment (WinPE)
System Preparation Tool (SysPrep)

Windows Deployment Services (WDS)



Chapter 6

Performance and Resource Optimization (PRO) - features use SCOM to gather additional data to allow
for more intelligent implementations.

Chapter 7

None

Chapter 8

Security Configuration Wizard (SCW) - enforce configuration settings across groups of computers with a
technology called “Desired Configuration Management”.

Authorization manager (AzMan)
Offline Virtual Machine Servicing Tool (OVMST) — patches machines that are turned off.
Trusted Platform Module (TPM)

Trusted Computing Group (TCG)

Chapter 9
Windows Server Backup (WSB)

System Center Data Protection Manager (SCDPM)

Chapter 10

None



